Trustix™ Enterprise Firewall

Trustix Enterprise Firewall — Quick Start User Guide

Part 1 — Installation

This guide will help you to install, license and set up the basic rules on your Trustix Firewall.
Checklist:
e PC-compatible computer for the firewall.
e Trustix Enterprise Firewall CD
e License certificate for the Enterprise Firewall
e |P address settings for your network:
o0 Gateway IP address
o0 Nameserver IP addresses
o IP address settings for each network card (zone)
o IP address of the administrator's machine
e Hostname (domain name) for the firewall.

Step 1
Place the Enterprise Firewall CD into the computer. Power the machine up. The installation

process should automatically start.
[If the installation does not start, change the BIOS settings on the machine to boot from the CD-
ROM drive.] You should see the following screen upon starting up:

To install or upgrade Comodo Trustix Firewall, press the <{ENTER> key.

To enable expert node, type: expert {ENTER:.

Press for more information about expert mode.

To enable rescur mode, . rescue {ENTER>» .
for more infc it ion about rescue mode

llee the function keus listed below for more information

Press the <ENTER> key to begin the installation.
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Step 2

Now choose the keyboard layout/language for the firewall.
Trustix Secure Linux (C) 2002, 2003 Comodo Trustix Ltd.

Keyboard Selection

Which model keyboard is attached
to this computer?

tr_g-latinS
tralt

<F1> for help | <Tab> between elenents | <Space> selects | <F12> next screen

Step 3

The next step is partitioning the hard-disc. You should just select the ‘Autopartition’ option under

most circumstances.
Trustix Secure Linux (C) 2002, 2003 Comodo Trustix Ltd.
| Dizk Partitioning Setup |

resulting partitions to meet your needs.

more in this easy to wse, powerful interface.

fdizsk is preferred.

Autopartition l Dizsk Druid

fAutomatic Partitioning zets up your partitioning baszed on
your installation type. You also can custonize the

The manual disk partitioning tool, Disk Druid, allows you
to set up your partitions in an interactive environment.
You can zet the filesystem tupes, mount points, size and

fdisk is the traditional, text-based partitioning tool.
Although it i=s not as easy to use, there are cases uhere

<F1» for help | <Tab* betueen elements | {Space> zelects
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Step 4

The Autopartition option will then bring up the next window. Under usual circumstances, you will
of the other options should

need to ‘Remove all partitions on this system’. However, choose one
you require it. You will be asked to confirm the hard-disc partition detai
Trustix Secure Linux (C) 2007, Z003 Comodo Trustix Ltd.

Is.

| Autonatic Partitioning |

Before automatic partitioning can be set up by the

#
1

program, you must choose how to use the space on hard drives.

Eeep all partitions and use l:xistng free space

Which drive(s) do you want to use for this installation?

installation

<F1» for help | <Tah} betueen elenents | {Space} selects |
Step 5

{F12* next screen

The installer will then show you the resulting partition layout of the drive.

Select ‘OK’ once the settings are correct.
Trustix Secure Limux (C) 2002, 2003 Comodo Trustix Ltd.

Houwnt Point

shoot
AU

/tnp

JUSE

F3-Edit F4-Delete F5—HReset
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Step 6

The installer will then ask for the network settings for each network card you have on the system.
(You should have one network card for each zone on the firewall).

DHCP/BOOTP for automatically fetching the settings, or specify the IP address and Subnet Mask.

[Repeat as necessary for each network card.]

You can either choose

Trustix Secure Linux (C) 2002, £003 Comodo Trustix Litd.

Hetwork conf iguration eth@

Please enter network information

for device cthi.

] Use bootp-dhcp
[#] Activate on boot

<F1> for help i <Tab> between elements | <{Space’ selects

Step 7

{F12% next screen

Now you will need to enter the default gateway and nameserver settings.
You will need to enter the IP address of at least 1 nameserver, though not all 3 are required.

Trustix Secure Linux (C) 2002, 2003 Comodo Trustix Lid.

Hetwork conf iguration

and amy DHS name servers.

Gateway:

Primary nameseruver:
Jecondary naneseruer:
Tertiary nameserwver:

Pleaze enter your default gateway

<F1> for help i <Tab> betueen elements | <{Space> selects
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Step 8
Now you need to enter the hostname for the firewall.

If you have no hostname set up for the firewall, you can simply enter the IP address of the external

(internet) network card.
Trustix Secure Linux (C) 2002, 2003 Comodo Trustix Ltd.

Hoztnane Conf lguration

The hostname iz the name of your computer.

The hostname should be a fully gualified
domain name.
Example: nyhost.nydonain.topleveldomain

Hostnane I

[

your computer iz attached to a network, this
may he assigned by your network administrator.

If

<F1» for help | <Tab* betuween elements | {Space> zelects

Step 9
Choose the time zone the server is located in.

Trustix Secure Linux (C) 2002, 2003 Comodo Trustix Ltd.
Tine Zone Selection

What time zone are you located in?

[[] Hardware clock set to GHTT

Brazil Acrs
Brazil-DeMoronha

Brazil-<East
Brazil lest

<F1» for help | <Tab* betuween elements | {Space> zelects
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Step 10
Finally, you need to specify the IP address of the machine you will first use to administer the
firewall remotely from.

Trustix Secure Linux (C) 2002, 2003 Comodo Trustix Litd.

Enter the IF address of the host
that zhould he given initial access
ito adminiztrate this server.

<F1» for help i <Tab* between elements | <Space> selects | <F1Z2* next screen

The firewall will now begin to format and partition the hard disc, and install the software.

This will take from 10-20 minutes, depending on the speed of the hardware.

Once completed, you should press enter at the confirmation screen, and the system will eject the
CD and reboot the machine into the firewall interface.

Step 11
This final installation stage requires you to configure some simple settings on the firewall itself.
Once this is completed, you can then remotely configure the firewall from a remote computer.

The firewall will require a password to access the interface. The default password is ‘trustix’.
This can be changed later via the interface. [See the full User Guide for details on changing this].

Within the interface, choose the ‘Configure Networks’ option

For each network card, you will need to name the Zone. Choose the network card, press enter,
move down to the ‘Zone’ setting, and enter a name [e.g. LAN, Internet, DMZ etc.]

Once you have completed Configuring the networks, choose the ‘Set Default Gateway'.

The default gateway will already be entered. You need to choose with network interface that the
gateway is accessible from.

Finally, you need to choose the menu item ‘Set LAN Interface’.
Select the network interface that the LAN is connected to.

The firewall is now set up and ready to licensed.
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Part 2 - Licensing

Checklist:
e Comodo-Trustix Firewall, installed and configured as per Part 1 of this guide.

Step 1
Locate the machine with the IP address that you specified in Step 10 of Part 1 of this guide.

Insert the Firewall CD into the CD-ROM drive, and (under Windows) the Firewall XSentry Client
should begin the installation automatically.
Once installed, launch the Client program.

Step 2
The Client should then prompt you with a login box as below:

E&fﬁxﬁentry login x|

Authenticate to Firewall

Hostname  |192.168.30.93 |

Username  |admin |
Password |**‘***‘“ |
Login Cancel

Enter the IP address of the Firewall, and the default username is: admin
The default password is: trustix

The client will then login to the Firewall. (Please note that you should change this username and
password as detailed in the full user guide)
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Step 3

The Firewall will then inform you that there are no correct licenses on the Firewall. Click OK when

the window pops up.

The Firewall will then show you a box containing the ‘System Key'. Click OK to close this window

also.

Save the license file you have received via email to your computers hard-drive.

Go to the ‘Application’ menu, and choose the option ‘Install License’.

X Comodo Trustix Firewall on <192.168.30.88 >

_ Firewall Help

-lolx]

Log in
Show Systemn Hey
Show Licenses

Alt-C

Vow W1~ ]

Vorksheet

| nstaiicense T

Hew g

AlEH

Load XML file...
Save as XML...

Senices...

AlkS

Backup system configuration
Restore system configuration

Web page content filtering
Wehsites and URL's
Client IP's and usernames

Exit

Comodo Trustiz: Firewall - waiting

In the window that appears, change the ‘File Type’ to ‘Comodo License Files (*.p7b)’
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%
Look in: 1 nickf - | (@ |

1 Application Data
1 Cookies

1 Desktop

1 Favorites

1 Local Settings
3 MultiCliphoard
1 My Documents

1 MetHood
File name: |Des ktop Open file
Files of type: | Comodo License Files (*.p7h) - Cancel

Locate the license file on your computer.
Click ‘Open’.

The license file should then install, and the Enterprise Firewall is ready to use.
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